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(57) ABSTRACT

A radio frequency identification (RFID) tag and a method for
operating the RFID tag are provided. The method includes
steps of receiving a read command, generating a mode param-
eter, selecting a simulation situation from a situation group
according to the mode parameter, and selectively generating
a response signal according to the simulation situation. The
situation group includes a first situation and a second situa-
tion. The response signal includes virtual identification (ID)
information or virtual content information stored in the RFID
tag.

10 Claims, 10 Drawing Sheets

I {

transmitting/receiving

module

[y

Cread

10§0
¥

(

mode parameter generating

unit

1024

first
simulation

unit

Rnorm
—

Pmode
l—

second

simulation

unit

3

selecting unit

8/—‘ - o



US 9,058,551 B2

Sheet 1 of 10

Jun. 16, 2015

U.S. Patent

wa:
ﬁ\
nun gunoofes
A J A
Euoﬂul\
|
un Hun
uone[nuIs UoTB[NUNS
puod3as 3811y
& f
Oﬁoem
9701
Jon 701
Sunerouad Jajowered apowr
M A v
peal
0201 0 1 STpow
a0l Swareoar/Fumnusuen;

\

[ 314

/
ol

PN

A

mmohu —~

Y

Jopeal Y

——Sd




U.S. Patent Jun. 16, 2015 Sheet 2 of 10 US 9,058,551 B2

receive a read

command

l S52

generate a mode

parameter

l S54

select a simulation situation from

a situation group according to the

mode parameter

'

selectively generates a response

W
V)]
@)

signal according to the simulation

situation

Fig. 2



US 9,058,551 B2

Sheet 3 of 10

Jun. 16, 2015

U.S. Patent

a0l

)

00T —~

e

—

pow d

Y

nun Jurpd9[as

BQMA

wiou

jun nun
uone[NWIS uome[nuwIs
pay} puoo9s

un

uone[NUIS

1S}

jun Juneiousd
Iojowered spowr

f

8C01

f

9201

rJ

140!

o

cotsoz . :s&ovz

j1un 23e103S

]

vaU H

y

apnpow

Suiareoa1/Zuryrwisuery

)

4

801

(

001

L2
PO

Sy

Jopeal Jy




U.S. Patent

Jun. 16, 2015 Sheet 4 of 10

the default count value

value

receive a read

command

generate a mode

parameter

L]

'i S604
P

select a simulation situation from
a situation group according to the
mode parameter

increase the current count value
when the simulation situation is
the first situation

the current count
value is smaller than the default

count value?

selectively generates a response
signal according to the simulation

situation

Fig. 4

receive a setting S600
command comprising —

‘ S602
clear the current count [—"

) S606
P

US 9,058,551 B2

not respond to
the read

command




US 9,058,551 B2

Sheet 5 of 10

Jun. 16, 2015

U.S. Patent

‘S1 q NN/M:
ﬁ\
N— pun Sunoayas
wou
apo ﬁl\ un jun un
d uone[nIs uonRnWIS uonB[NWIS
paIy} pu0d3s 1s01]

0¢01

261 |

nun 3unyerouad

8¢01

9201

vCol

1313wered spow
nmEUL peas \
w W a[npows 3UIAlI3I
s[npou [0JJu0d UoljenyIs Bumusuen
) /
v% os
pead
Jopeal
"y p 4d
0c



U.S. Patent Jun. 16, 2015 Sheet 6 of 10 US 9,058,551 B2

receive a setting P
command

* S622
Py

activate a disguise state

according to the setting

command

>l< S624
,—

receive a read

command

S634
—

transmits real identity

e disguise state information and/or real

is activated? No content information to

the RF reader

generate a mode S628
parameter according to —

the read command

i S630
select a simulation situation from /
a situation group according to the
mode parameter

Y S632

selectively generates a response ,—

signal according to the simulation

situation

Fig. 6



US 9,058,551 B2

Sheet 7 of 10

Jun. 16, 2015

U.S. Patent

) ‘S1 q wa:
[
\
——_ ] 1un unodoes
E._OEANH
P un jun lun
T UOLB[NWLS uoHe[nWIs uorRNIIS
pay1 puoo3s 1811}
p jiun Surjerouss 801 9C01 ol
ONo\ﬁ\ 1owered spow
\.’\
NO ~ [onues
JWRMONT | INEIPNT S peainy \)
a[npow /ﬂ a[npowr SUIAIO
Hun 28eI0NS |a——t oo nuogne [ /Sumiwsuey
( ) 7
\ 801 901 001

23l
"D

Jopeat gy

SY




U.S. Patent Jun. 16, 2015 Sheet 8 of 10 US 9,058,551 B2

store a default
/

password

.i S642
L~

receive a read

command

the read command

- not to respond to the
comprises the default P /

read command

password?

Yes
S646
generate a control signal
v S648
generate a mode |, —
parameter
S650

select a simulation situation from | —"
a situation group according to the
mode parameter

! $652

selectively generates a response —

signal according to the simulation

situation

Fig. 8



US 9,058,551 B2

Sheet 9 of 10

Jun. 16, 2015

U.S. Patent

\'\

apol d

0201

61 |

LA

jun Sunerauad

Iatowered spow

NN% [
i
\
> jun Suroajas
A A
F:OSMM\/\
nun nun un
uorje[nUUIS uonE[awWIs UOTJB[ LIS
pay pu0d3s 1811J
8C01 9¢01

vC01

7~
.ﬁtzoz . zzm,«uﬁz Y

A
A

nmEU _ onuod m\./\+

jun agero)s

!

aapou

| 901
aoneonuayine

L,

)

* peal
s[npow UN

Y

[043u0d uoienyts |

)

/Bunjwsues)

s[npow FUIA1021

¢

)
by

4

AN

A
peas Y~

3

S
Y

Jopeal gy




U.S. Patent Jun. 16, 2015

S660

receive a setting

command

S662

clear a current count

value

-l

Sheet 10 of 10

US 9,058,551 B2

-

\
receive a read

S664
P

command

S666

e disguise stafe
is activated?

the read command
comprises the default
password?

No

S670
Py

generate a mode
parameter

!

select a simulation situation from
a situation group according to the
mode parameter

A4

increase the current count value
when the simulation situation is
the first situation

L —

S676

the current count

S672

S674
P

S680
transmits real identity —
information and/or real
content information to

the RF reader
S682

not to respond to the

read command
A

value is smaller than the default
count value?

selectively generates a response
signal according to the simulation

situation

Fig. 10



US 9,058,551 B2

1
RFID TAG AND OPERATING METHOD
THEREOF

CROSS REFERENCE TO RELATED PATENT
APPLICATION

This patent application is based on Taiwan, R.O.C. patent
application No. 98102070 filed on Jan. 20, 2009.

FIELD OF THE INVENTION

The present invention relates to radio frequency identifica-
tion (RFID) technology, and more particularly, to an RFID tag
and operating method thereof.

BACKGROUND OF THE INVENTION

RFID technology is a communication technology that uses
a wireless signal to identify a specific target and read/write
data. No physical or optical contact is needed between the
specific target and a data reader implementing the RFID
technology. Thus, as compared to bar-code devices, RFID
devices are much more convenient to identify/read/write data.

Since RFID technology is widely employed in the fields of
logistics management, public consumption, identification
and smart homes and offices to provide greatly improved user
convenience, many companies are increasingly investing in
RFID research and design. Notably, in addition to the fact that
the cost of RFID technology is not low enough to totally
replace bar-code systems, RFID technology also has a prob-
lem of unsatisfactory data security. That is, an important issue
in the RFID field is how to ensure that the data is not unin-
tentionally revealed during the process of exchanging wire-
less signals.

As far as the EPC UHF (class 1 generation 2) C1G2 RFID
standard is concerned, any RFID device compliant with the
standard is capable of accessing any C1G2 compliant RFID
tag. The RFID tag has an authentication mechanism such as
setting a password in advance to prevent an unauthorized
RFID device from accessing data stored in memory inside the
RFID tag. However, when an unauthorized RFID device
learns the existence of the authentication mechanism, the
unauthorized RFID device may persistently try to break that
authentication mechanism. Provided that time is sufficient,
the authentication mechanism of the RFID may be “hacked”
or compromised.

SUMMARY OF THE INVENTION

In order to solve the foregoing problem, an RFID tag hav-
ing a self protection mechanism and operating method
thereof is provided according to the present invention,
thereby reducing a risk that the RFID tag is improperly or
unlawfully acquired by other unauthorized RF readers.

According to an embodiment, the method for operating the
RFID tag comprises steps of receiving a read command,
generating a mode parameter, selecting a simulation situation
from a situation group according to the mode parameter, and
selectively generating a response signal according to the
simulation situation. The situation group comprises a first
situation and a second situation.

According to another embodiment, the RFID tag com-
prises a transmitting/receiving module and a processing mod-
ule coupled to each other. The transmitting/receiving module
receives a read command, and the processing module
responds to the read command according to different
response situations simulated by the read command.
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2

In order to achieve the foregoing object, the processing
module comprises a mode parameter generating unit, a select-
ing unit, a first simulation unit and a second simulation unit.
The mode parameter generating unit coupled to the transmit-
ting/receiving module receives the read command and gen-
erates a mode parameter according to the read command. The
first simulation unit is for simulating a first situation and the
second simulation unit is for simulating a second situation.

In addition, the selecting unit, coupled to the mode param-
eter generating unit, the transmitting/receiving module, the
first simulation unit and the second simulation unit, selects
the first simulation unit or the second simulation unit accord-
ing to the mode parameter, so as to allow the RFID tag to
simulate the first situation and the second situation.

The RFID tag and operating method according to the
present invention is capable of providing virtual identity
information or virtual content information to an unauthorized
RFID device and simulating a real read situation to mislead
the unauthorized RFID into believing that it has unlawfully
acquired the real data, thereby reducing a risk that the RFID
tag is unlawfully acquired by the unauthorized RFID device.

The advantages and spirit related to the present invention
can be further understood via the following detailed descrip-
tion and drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a functional block diagram of an RFID tag in
accordance with an embodiment of the present invention.

FIG. 2 is a flow chart of a method for operating an RFID tag
in accordance with an embodiment of the present invention.

FIG. 3 is a functional block diagram of another RFID tag in
accordance with another embodiment of the present inven-
tion.

FIG. 4 is a flow chart of a method for operating the RFID
tag illustrated in FIG. 3.

FIG. 5 is a functional block diagram of another RFID tag in
accordance with another embodiment of the present inven-
tion.

FIG. 6 is a flow chart of a method for operating the RFID
tag as illustrated in FIG. 5.

FIG. 7 is a functional block diagram of another RFID tag in
accordance with an embodiment of the present invention.

FIG. 8 is flow chart of a method for operating the RFID tag
illustrated in FIG. 7.

FIG. 9 is a functional block diagram of another RFID tag in
accordance with an embodiment of the present invention.

FIG. 10 is flow chart of an operating method of the RFID
tag as illustrated in FIG. 9.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENT

Referring to FIG. 1 and FIG. 2, FIG. 1 is a functional block
diagram of an RFID tagin accordance with an embodiment of
the present invention, and FIG. 2 a flow chart of a method for
operating the RFID tag as illustrated in FIG. 1. An RFID tag
10 according to the present invention comprises a transmit-
ting/receiving module 100, and a processing module 102
coupled to the transmitting/receiving module 100. The pro-
cessing module 102 further comprises a mode parameter
generating unit 1020, a selecting unit 1022, a first simulation
unit 1024 and a second simulation unit 1026.

In Step S50, the transmitting/receiving module 100
receives a read command C,,,, from an RF reader 20, which
can be either authorized or unauthorized. In Step S52, the
mode parameter generating unit 1020 receives the read com-
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mand C,,,,; from the transmitting/receiving module 100 and
generates a mode parameter P, ;. according to the read com-
mand C,,,,. In a practical application, the mode parameter
generating unit 1020 may randomly generate the mode
parameter P, .

The first simulation unit 1024 simulates a first situation,
and the second simulation unit 1026 simulates a second situ-
ation. In this embodiment, the first simulation unit 1024 gen-
erates a legal response signal R, ,,,, comprising virtual iden-
tity information and virtual content information stored in the
RFID tag 10. For example, the virtual identity information is
identity information different from real identity information
of'the RFID tag, and the virtual content information is content
information different from real content information. In addi-
tion, in this embodiment, the second situation is that the RFID
tag does not generate any response signal.

In Step S54, the selecting unit 1022, coupled to the mode
parameter generating unit 1020, the transmitting/receiving
module 100, the first simulation unit 1024 and the second
simulation unit 1026, selects a simulation situation from a
situation group according to the mode parameter P, .. The
situation group comprises the foregoing first situation that the
RFID tag 10 generates the normal response signal and the
second situation that the RFID tag 10 does not generate any
response signal. In practice, the situation group may further
comprise other different situations.

In Step S56, according to the simulation situation, the
RFID tag 10 selectively generates a response signal RS to the
RF reader 20. Furthermore, when selecting the first situation,
the selecting unit 1022 selects the first simulation unit 1024
and transmits the normal response signal R, .., to the RF
reader 20 via the transmitting/receiving module 100. In other
words, the response signal RS is associated with the normal
response signal R . Accordingly, identity information,
associated with the RFID tag 10, received by the RF reader
20, such as an identification code or other codes, is the virtual
identity information rather than the real identification infor-
mation. Content information received by the RF reader 20 is
the virtual content information rather than the real content
information.

In addition, when selecting the second situation, the select-
ing unit 1022 selects the second simulation unit 1026. The
second simulation unit 1026 does not generate any response
signal such that the RFID tag 10 does not generate the
response signal RS to the RF reader 20 either.

Referring to FIG. 3 and FIG. 4, FIG. 3 is a functional block
diagram of an RFID tag in accordance with an embodiment of
the present invention, and FIG. 4 a flow chart of a method for
operating the RFID tag illustrated in FIG. 3. In this embodi-
ment, the RFID tag 10 further comprises a storage unit 108,
and the processing module 102 further comprises a third
simulation unit 1028.

The third simulation unit 1028, coupled to a selecting unit
1022, simulates a third situation. In this embodiment, the
third situation is that the RFID tag 10 generates a collision
signal R, for simulating a signal collision. In other words,
the third simulation unit 1028 can generate the collision sig-
nal R_,,. Therefore, in this embodiment, the selecting unit
1022 selects a first simulation 1024, a second simulation unit
1026 or the third simulation unit 1028 according to the mode
parameter, so as to allow the RFID tag 10 to simulate the first
situation, the second situation or the third situation.

In a practical application, the RFID tag 10 according to the
present invention further comprises at least one of the fore-
going three simulation units, so as to simulate a correspond-
ing situation. In practice, the RFID tag 10 according to the
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present invention may further comprise other simulation units
to simulate corresponding situations.

The storage unit 108, coupled to the processing module
102, stores, or is programmed with, a default count value
N oz, @d a current count value N, .. For example, the
default count value N, is set in the RFID tag in advance
or Step S600 is performed. In Step S600, before receiving the
read command C,,,,, the RFID tag 10 receives a setting
command C,,, comprising the default count value Nz,
The setting command C,_, is transmitted to the RFID tag via
an authorized RF reader.

In Step S602, the processing module 102 clears the current
count value stored in the storage unit 108. In Step S604, the
transmitting/receiving module 100 of the RFID tag 10
receives the read command C,,,,. In Step S606, the mode
parameter generating unit 1020 of the processing module 102
generates a mode parameter according to the read command.

In Step S608, the selecting unit 1022 selects the first simu-
lation unit 1024, the second simulation unit 1026 or the third
simulation unit 1028, so as to select the first situation, the
second situation or the third situation as a simulation situa-
tion. In Step S610, when the selecting unit 1022 selects the
first simulation unit 1024 for simulating the first situation of
responding to the normal response signal R, .., the process-
ing module 102 increases the current count value. For
example, the current count value increments by a fixed value
such as 1. Furthermore, in Step S612, the processing module
102 determines whether the current count value N,
smaller than the default count value N, .. ;-

In Step S614, when the current count value N_,,,.,., is
smaller than the default count value N ., the RFID tag 10
selectively generates a response signal according to the simu-
lation situation selected in Step S608. When the current count
value N_,,,,.,., is not smaller than the default count value
N osirr Step S616 is performed. In Step 616, the RFID tag 10
does notrespond to the read command C,_, ;. For example, the
RFID tag 10 according to the present invention is designed as
discussed below. When the current count value N, ..., is not
smaller than the default count value N, .., .., the selecting unit
1022 always selects the second simulation unit 1026 to
prompt the RFID tag 10 to simulate the second situation.

Referring to FIG. 5 and FIG. 6, FIG. 5 is a function block
diagram of an RFID tag in accordance with another embodi-
ment of the present invention, and FIG. 6 is a flow chart of a
method for operating the RFID tag illustrated in FIG. 5. The
RFID tag 10 according to the embodiment further comprises
a situation control module 104 coupled to the transmitting/
receiving module 100 and the processing module 102.

In this embodiment, in Step S620, before the read com-
mand C,,,, is received, the RFID tag 10 receives a setting
command C_,. In Step S622, the situation control module 104
activates a disguise state. In Step S624, the RFID tag 10
receives the read command C,_,,. In Step S626, after the
RFID tag 10 has received the read command C,,,,, the situ-
ation control module 104 determines whether the disguise
state of the RFID tag 10 is activated.

In Step S628, when the answer of Step S626 is yes, the
situation control module 104 controls the processing module
102 such that the mode parameter generating unit 1020 gen-
erates a mode parameter P, . according to the read com-
mand C,,,,. Step S630 is then performed. In Step S630, a
simulation situation is selected from a situation group accord-
ing to the mode parameter P,,, ... In Step S632, a response
signal RS is selectively generated according to the simulation
situation. When the disguise state is not activated, Step S634
is performed. In Step S634, the RFID tag 10 transmits real

current 15
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identity information and/or real content information to the RF
reader 20 via the response signal RS.

For example, the disguise state is defined by an authorized
RF reader. Therefore, when the authorized RF reader wishes
to access the real identity information and/or the real content
information ofthe RFID tag 10, the disguise state of the RFID
tag is deactivated. In addition, in a practical application, the
setting command C__, further comprises the foregoing default
count valueN, . ..

Referring to FIG. 7 and FIG. 8, FIG. 7 is a function block
diagram of an RFID tag in accordance with another embodi-
ment of the present invention, and FIG. 8 a flow chart of an
operating method of the RFID tag as illustrated in FIG. 7. The
RFID tag 10 according to this embodiment further comprises
a storage unit 108, and an authentication module 106 coupled
to the storage unit 108, the processing module 102 and the
transmitting/receiving module 100.

In this embodiment, in Step S640, the storage unit 108
stores a default password. In Step S642, the authentication
module 106 receives a read command C,,, ; via the transmit-
ting/receiving module 100. After Step S642, in Step S644, the
authentication module 106 checks whether the read com-
mand C,,,,comprises the default password. When the answer
of Step S644 is yes, Step S646 is performed; otherwise, Step
S654 is performed. In Step S646, the authentication module
106 generates a control signal S_,,,,,..; to control the process-
ing module 102 to perform Step S648. In Step S648, the
processing module 102 generates a mode parameter. In Step
S650, a simulation situation is selected from a situation group
according to the mode parameter. In Step S652, a response
signal is selectively generated according to the simulation
situation. In Step S654, the authentication module 106 con-
trols the RFID tag 10 not to respond to the read command. For
example, the default password is provided or stored in the
RFID tag in advance via the foregoing setting C__, which is
transmitted by the authorized RF reader.

The RFID tag according to the present invention is capable
of'providing a basic security mechanism with respect to infor-
mation of the RFID tag by setting the default password.
Particularly, when an unauthorized RF reader wishes to
access the RFID tag according to the present invention, the
mechanism induces the RF reader to, instead of realizing that
the accessed information is in fact virtual information, believe
that accessed information is real information after cracking
the default password.

Referring to FIG. 9 and FIG. 10, FIG. 9 is a functional
block diagram of an RFID tag in accordance with another
embodiment of the present invention, and FIG. 10 is a flow
chart of a method for operating the RFID tag illustrated in
FIG. 9. In this embodiment, the RFID tag 10 according to the
present invention further comprises the foregoing storage unit
108, the situation control module 104 and the authentication
module 106. Connections between the units and the modules
are similar to those shown in the foregoing figures. In addi-
tion, the method for operating the RFID tag comprises steps
below.

In Step S660, a setting command from an authorized RF
reader is received. The setting command comprises a default
count value, a disguise state activating signal and/or a default
password. In Step S662, a current count value is cleared.

In Step S664, the read command is received. In Step S666,
it is determined whether the disguise state is activated. In Step
S668, when the disguise state is activated, it is determined
whether the read command comprises the default password.
In Step S680, when the disguise state is not activated, real
identity information and/or real content information are/is
transmitted to the RF reader.
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In Step S670, when the read command comprises the
default password, a mode parameter is generated. In Step
S682, when the read command does not comprise the default
password, the read command is not responded to. After Step
S670, in Step S672, a simulation situation is selected from a
situation group according to the mode parameter. After Step
S672, in Step S674, when the simulation situation is a first
situation, a current count value is increased. In Step S676, it is
determined whether the current count value is smaller than a
predetermined count value. In Step S678, when the answer of
Step S676 is yes, a response signal is selectively generated
according to the simulation situation. When the answer of
Step S676 is no, the read command is not responded to.

It is to be noted that, in a practical application, units and
modules of an RFID tag according to the present invention are
selected under conditions that the spirit of the present inven-
tion are not conflicted. Connections and operation procedures
of the units and modules can be adjusted properly, and the
invention is not limited in the foregoing embodiments. In
addition, sequence and content of steps of the method for
operating an RFID tag according to the present invention can
be adjusted properly, and the invention is not limited in the
foregoing embodiments.

An RFID tag and operating method according to the
present invention is capable of providing virtual identity
information or virtual content information to an unauthorized
RFID device and simulating a real read situation to mislead
the unauthorized RFID device into believing that it has
unlawfully acquired the real data, thereby reducing a risk that
the RFID tag is unlawfully acquired by the unauthorized
RFID device.

While the invention has been described in terms of what is
presently considered to be the most practical and preferred
embodiments, it is to be understood that the invention needs
not to be limited to the above embodiments. On the contrary,
it is intended to cover various modifications and similar
arrangements included within the spirit and scope of the
appended claims which are to be accorded with the broadest
interpretation so as to encompass all such modifications and
similar structures.

What is claimed is:
1. A method for operating a radio frequency identification
(RFID) tag, comprising:

receiving a read command;

determining whether a disguise state used to mislead an
unauthorized RFID reader is activated based on the read
command, and wherein activation of the disguise state is
comprises:

generating, by the RFID tag, a mode parameter, wherein
the generating is performed randomly;

selecting a simulation situation from a situation group
according to the mode parameter, the situation group
comprising a first situation, a second situation, and a
third situation; and

selectively generating a response signal according to the
simulation situation, wherein the first situation is that the
RFID tag generates a normal response signal serving as
the response signal, and the normal response signal com-
prises virtual identity information or virtual content
information stored in the RFID tag,

wherein the second situation is that the RFID tag does not
generate any response signal, and

wherein the third situation is that the RFID tag generates a
collision signal serving as the response signal to simu-
late a signal collision.
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2. The method as claimed in claim 1, the RFID tag being
programmed with a current count value, the method further
comprising:

increasing the current count value when the simulation

situation is the first situation.

3. The method as claimed in claim 2, the RFID tag being
programmed with a default count value, the method further
comprising:

comparing the current count value with the default count

value; wherein the RFID tag does not respond to subse-
quent read commands when the current count value is
not smaller than the default count value.

4. The method as claimed in claim 3, further comprising:

receiving a setting command that includes the default count

value; and

storing the default count value in a memory of the RFID

tag.

5. The method as claimed in claim 1, wherein the RFID tag
is programmed with a default password, and the step of
receiving the read command further comprises:

checking whether the read command comprises the default

password;

wherein, the RFID tag performs the steps of generating the

mode parameter, selecting the simulation situation from
the situation group and selectively generating the
response signal only when the read command comprises
the default password.

6. An RFID tag, comprising:

atransceiving module, for receiving a read command; and

a processing module, coupled to the transceiving module

and configured to determine whether a disguise state that

is used to mislead an unauthorized RFID reader is acti-

vated based on the read command, the processing mod-

ule comprising:

amode parameter generating unit, for generating amode
parameter according to the read

command, wherein the mode parameter generating unit
randomly generates the mode parameter;

aselecting unit, coupled to the mode parameter unit and the

transceiving module;

a first simulation unit, coupled to the selecting unit, for

simulating a first situation;
a second simulation unit, coupled to the selecting unit,
for simulating a second situation;

10

15

20

25

30

35

8

and

a third simulation unit, coupled to the selecting unit, for
simulating a third situation, wherein, the selecting unit
selects the first simulation unit or the second simulation
unit or the third simulation unit according to the mode
parameter so that the RFID tag simulates the first situa-
tion or the second situation or the third situation,

wherein the first situation is that the RFID tag generates a

normal response signal comprising virtual identity
information or virtual content information stored in the
RFID tag,

wherein the second situation is that the RFID tag does not

generate any response signal,

and wherein the third situation is that the RFID tag gener-

ates a collision signal serving as the response signal to
simulate a signal collision.

7. The RFID tag as claimed in claim 6, further comprising:

a storage unit, coupled to the processing module, for stor-

ing a current count value;

wherein, when the selecting unit selects the first simulation

unit to simulate the first situation, the processing module
increases the current count value.

8. The RFID tag as claimed in claim 7, wherein the storage
unit further stores a default count value, the processing mod-
ule compares the current count value with the default count
value, and the RFID tag does not respond to subsequent read
commands when the current count value is not smaller than
the predetermined count value.

9. The RFID tag as claimed in claim 8, wherein the default
count value is stored in the storage unit upon receipt by the
RFID tag of a setting command.

10. The RFID tag as claimed in claim 6, further compris-
ing:

a storage unit, for storing a default password; and

an authentication module, coupled to the storage unit, the

processing module and the transceiving module, for
checking whether the read command comprises the
default password;

wherein, the authentication module generates a control

signal to control the processing module to generate the
mode parameter according to the read command.

#* #* #* #* #*



